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ABSTRACT
Microservice has become a de facto standard for building large-

scale cloud applications. Overload control is essential in preventing

microservice failures and maintaining system performance under

overloads. Although several approaches have been proposed, they

are limited to mitigating the overload of individual microservices,

lacking assessments of interdependent microservices and APIs.

This paper presents TopFull, an adaptive overload control at

entry for microservices that leverages global observations to maxi-

mize throughput that meets service level objectives (i.e., goodput).

TopFull makes adaptive load control on a per-API basis, exercises

parallel control on each independent subset of microservices, and

applies RL-based rate controllers that adjust the admitted rates of

the APIs at entry according to the severity of overload. Our ex-

periments on various open-source benchmarks demonstrate that

TopFull significantly increases goodput in overload scenarios, out-

performing DAGOR by 1.82x and Breakwater by 2.26x. Furthermore,

the Kubernetes autoscaler with TopFull serves up to 3.91x more

requests under traffic surge and tolerates traffic spikes with up to

57% fewer resources than the standalone Kubernetes autoscaler.

CCS CONCEPTS
• Networks, Computer systems organization→ Cloud com-
puting; • Software and its engineering→ n-tier architectures;
•Computingmethodologies→Machine learning approaches.
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1 INTRODUCTION
Microservice has become a popular architectural choice for cloud-

based applications, widely adopted across various enterprises such

as Amazon [2], Netflix [9], and Airbnb [4]. However, microservice

applications are vulnerable to unexpected load caused by various

factors such as sudden traffic increase, success disaster [1], retry

storm by misbehaving clients, under-scaled microservices, instance

failures, or cloud provider issues [15]. They often result in vio-

lations of Service Level Objectives (SLOs) and, in extreme cases,

cause service outages [3, 5–8]. For example, Amazon experienced

a service outage due to a massive traffic surge on Prime Day [5],

while Zoom and Microsoft faced service outages due to a rise in

demand [6, 7]. Both large-scale and micro traffic changes are not

uncommon [43], and services must have built-in mechanisms to

handle them gracefully.

Implementing overload control in microservices is vital to ensure

consistent performance across diverse overload scenarios and to

compensate for the limits of autoscalers. Although microservices

use autoscalers to handle demand changes, they alone are not silver

bullets for managing overloads in microservices. Despite extensive

research on autoscalers [35, 38–41, 46–48, 51], there is a funda-

mental limitation—autoscalers take several seconds to minutes to

provision additional resources in response to demand changes. This

may result in a transient, but severe degradation of goodput, the
rate of successful responses that satisfy latency SLOs.

An ideal overload controller must simultaneously satisfy two cri-

teria: First, it should rapidly mitigate catastrophic failures triggered

by traffic surges, thereby minimizing the number of requests that

experience SLO violations, while also being carefully calibrated

to avoid excessive throttling. Second, in scenarios where multiple

APIs are served, the controller must ensure cost-effectiveness by

maximizing goodput, while also maintaining business priorities

through the careful implementation of selective API throttling.

However, current overload controllers [26, 44, 53] are primarily

effective in fulfilling the first of the two requirements. This limita-

tion arises from their inability to perform a holistic scheduling that

takes into account the impact of all APIs on every microservice

within an application. Figure 1 elucidates this shortfall using an

illustrative example. It depicts a scenario where two APIs (𝐴𝑃𝐼1 and

𝐴𝑃𝐼2) receive traffic at a rate of 10 thousand requests per second

(rps), while microservices𝑀𝐴 and𝑀𝐵 have a serving capacity of 10𝑘

and 3𝑘 rps, respectively. In an ideal situation, these microservices
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Figure 1: Overload scenario where API 2 is vulnerable to
performance loss from starvation.

could distribute their capacity to serve𝐴𝑃𝐼1 and𝐴𝑃𝐼2 at rates of 3𝑘

and 7𝑘 rps, respectively, achieving a total goodput of 10𝑘 rps. Unfor-

tunately, traditional approaches, which implement traffic shading

at the microservice level, only manage to attain a total goodput

of 80% of the potential capacity. Given that at𝑀𝐴 , both 𝐴𝑃𝐼1 and

𝐴𝑃𝐼2 are throttled equally to 5𝑘 rps, and considering the additional

throttling of 𝐴𝑃𝐼1 to 3𝑘 rps at 𝑀𝐵 , the effective throughput for

𝐴𝑃𝐼1 is reduced to 3𝑘 rps. This results in significant inefficiency, as

responses for 2𝑘 rps of 𝐴𝑃𝐼1 traffic are initially processed at 𝑀𝐴

but ultimately discarded since the responses are incomplete and

partially constructed.

To this end, we introduce TopFull, an overload control system

that is capable of meeting both critical requirements: rapid response

to traffic surges and overall cost efficiency. Nevertheless, the de-

velopment of such an advanced overload control framework is

nontrivial, due to two crucial challenges:

• Determining the optimal throttling strategy for interdependent

APIs and microservices is significantly complex. The load man-

agement on an API influences the efficacy of load control for

other competing APIs, creating a circular dependency. Moreover,

establishing the acceptable admission rates for an API requires

taking into account all the overloaded microservices along the

API’s execution path.

• It is difficult to control multiple APIs concurrently and discern

the specific impact of each control. EachAPImay traverse dozens

to hundreds of microservices, with some of these APIs sharing

overloaded microservices along their execution paths. The ag-

gregate goodput resulting from the adjustment of multiple APIs

is complicated by the distinct execution paths of each API and

the resource characteristics of each overloaded microservice.

TopFull addresses the challenges by introducing novel system de-

signs. First, TopFull searches for the optimal balance across APIs by

selectively managing APIs through API-wise load control. TopFull

resolves overloads by systematically choosing a target overloaded

microservice and tightening the corresponding APIs to avoid cre-

ating a circular dependency. Meanwhile, TopFull confirms every

microservice along the API’s execution path is not suffering over-

load when rate-increasing the API. In this way, we safely search

for maximal utilization of a bottleneck microservice while avoiding

incomplete and partially constructed responses. Second, TopFull

enables parallel independent load controls by splitting the microser-

vices into smaller subsets. We cluster APIs and their associated

overloaded microservices based on whether they are shared among

these APIs. Each cluster thus forms a smaller but independent

group, mutually unaffected by others’ load control at the moment.

This allows us to conduct load control in parallel at each cluster

safely. Finally, TopFull adopts a Reinforcement Learning (RL)-based

rate controller that can adjust the aggressiveness of API rate throt-

tling by diagnosing overload severity with end-to-end performance

metrics of goodput and percentile latencies. The RL-based rate con-

troller shows rapid responsiveness towards overloads and resource

allocations from an autoscaler.

We evaluate TopFull with a full system implementation. Our

evaluation on open-source microservices benchmark applications,

Train Ticket [12] and Online Boutique [21], shows that TopFull

outperforms recent overload controls, serving 1.82x higher average

goodput than DAGOR and 2.26x greater than Breakwater during

overload scenarios. TopFull also enhances the robustness of mi-

croservices with autoscaler compared to the autoscaler standalone,

improving the goodput by 1.38-3.91x under overload and enduring

traffic surge with 50-57% less resources. Moreover, TopFull is capa-

ble of handling various overload scenarios, including adaptation to

internal instance failures.

In summary, we make the following key contributions:

• Execution path-aware top-down load control : TopFull is
the first API-wise overload controller that utilizes the complete

execution paths of multiple APIs and the characteristics of mi-

croservices along those paths to maximize goodput.

• Scalable overload control framework: The clustering of exter-
nal APIs captures granular clusters within complexmicroservices,

enabling parallel load control.

• Flexible overload mitigation policy: We adopt an RL-based

rate controller, which provides an adaptive rate control policy

without human-expert engineering.

This work does not raise any ethical issues.

2 MOTIVATION

Concurrent load control causes starvation. Existing overload

control approaches for microservices [26, 44, 53] perform load con-

trol on individual microservices that are experiencing overloads.

They effectively mitigate overload at microservices, but their load

control decisions themselves lead to starvation of certain user re-

quests that could possibly be served. This is because a successful

response requires that it be served by all the microservices in its

execution path, while the existing works for a microservice fail to

consider information about requests that are destined to be dropped

at other overloaded microservices.

Starvation occurs even in an overload scenario that involves

a very simple topology, as illustrated in Figure 1. Consider the

topology with two microservices and two different APIs. 𝐴𝑃𝐼1’s

execution path includes microservices 𝑀𝐴 and 𝑀𝐵 , and 𝐴𝑃𝐼2’s

execution path includes microservice 𝑀𝐴 . Let us assume that both

microservices𝑀𝐴 and𝑀𝐵 are suffering from overload.

Existing overload controls perform load control at each microser-

vice without considering whether the API’s execution path includes

other overloaded microservices. At𝑀𝐴 , it will limit 𝐴𝑃𝐼1 and 𝐴𝑃𝐼2
until the overload is relieved at𝑀𝐴 . Meanwhile, at𝑀𝐵 , it will limit

𝐴𝑃𝐼1 until the overload is relieved at 𝑀𝐵 . If 𝑀𝐵 is serving fewer
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Figure 2: A microservice topology of the
open-source benchmark called Online
Boutique [21].
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is being starved with DAGOR.

𝐴𝑃𝐼1 requests than𝐴𝑃𝐼1 requests served in𝑀𝐴 , this leads to the fol-

lowing problem.𝑀𝐴 will waste resources on constructing partially

processed responses for 𝐴𝑃𝐼1, which will ultimately be rejected in

𝑀𝐵 . At𝑀𝐴 ,𝐴𝑃𝐼2 is starved by𝐴𝑃𝐼1 due to the suboptimal load con-

trol decision. On the other hand, the opportunity lies in enhancing

the goodput of 𝐴𝑃𝐼2 by allocating more resources to it within𝑀𝐴 ,

considering that the goodput of 𝐴𝑃𝐼1 is limited in𝑀𝐵 .

Empirical demonstration. We demonstrate that this starvation

occurs in real applications using the Online Boutique microser-

vice application with DAGOR [53], an existing overload control

framework. During overload control at individual microservices,

the admitted rates among APIs are shed equally by DAGOR. It

informs the upstream microservice about its current admission

level, but lacks path-wise execution information. Thus, DAGOR

cannot consider APIs’ availability in other microservices, which

possibly results in wasted resources on building partially processed

responses that are ultimately rejected at other microservices. We

generate an overload scenario and observe that such load control

causes starvation, serving 65.5% less requests compared to our

API-wise load control. The overload is generated by increasing the

load of Get Product and Post Checkout API requests which cause

overload at individual microservices, Recommend and Checkout as
depicted in Figure 3. The goodput is measured by collecting the

number of successful responses that finished within 1 second, a

pre-determined latency SLO. Figure 4 shows the goodput degra-

dation due to starvation from concurrent load control (DAGOR).

Our globally managed load control (TopFull) serves 1.9x more Get
Product requests while serving the same amount of Post Checkout
requests compared to the DAGOR.

Stavation is easily triggered and frequent. We observe that

the overload scenarios vulnerable to starvation occur commonly

in the real world. When an API experiences overload at multiple

microservices in its execution path, it triggers possible starvation

upon other APIs sharing those microservices. This is because the

existing approaches load-control the requests indiscriminately at

each microservice regardless of the type of API, resulting in sub-

optimal resource utilization as in Figure 1. In Online Boutique

application, we generated a traffic surge in an API one at a time

upon postcheckout, getproduct, getcart, postcart, and emptycart. It
is observed that any traffic surge in a single API always generates

multiple overloaded microservices, the overload scenario vulner-

able to starvation. Among the five APIs we tested, it creates 3.4

overloaded microservices on average.

We also analyze 23,481microservices fromAlibaba trace data [34]

that include microservice resource utilization data and traces that

depict API execution paths. At a given time, we classify microser-

vices as “overloaded” when their CPU utilization is over 0.8. We

identify cases like Figure 1, in which an API is involved in multiple

overloaded microservices while having more than one contending

API at the overloaded microservice. We observe that 44.4% of APIs

among those involved in overloaded microservices were potentially

vulnerable to starvation.

3 GOAL AND APPROACH

Goal. Our goal is to identify the optimal target rate limits of

external APIs that maximize the total number of responses served

within SLOs. This overload control problem can be formulated as

follows:

Maximize 𝐺 (𝑥1, 𝑥2, . . . , 𝑥𝑛) (1)

s.t. 𝑊 (𝑥1, 𝑥2, . . . , 𝑥𝑛) ≤ 𝐴(𝑟1, 𝑟2, . . . , 𝑟𝑚),
𝑥1, 𝑥2, . . . , 𝑥𝑛 ≥ 0.

𝐺 is the total number of good responses within SLOs for each

external API, where 𝑥𝑖 represents the target rate limit of the load

of the external API of the user interface 𝑖 . Note that unlike existing

approaches [26, 44, 53] that control the load at every microservice,

TopFull only controls the load of external user-facing APIs.𝑊 and

𝐴 are functions that represent the complex interdependencies of

the microservices system.𝑊 is the actual load that the underlying

microservices experience as a result of the workload of external

APIs, and 𝐴 is the compound ability of the microservice system to

service workloads given 𝑟𝑚 , the resources allocated at the microser-

vice𝑚. The inequality refers to the condition that microservices do

not experience overload, hence avoiding performance degradation.

Adaptive API-wise load control. We find the optimal rates

among APIs sharing an overloaded microservice by API-wise adap-

tive load control that considers the underlying microservices’ bot-

tleneck signals. It is common to adaptively adjust the admitted rates

of APIs’ requests in search of the maximal utility while resolving

an overload of a microservice. However, conventional approaches

suffer from possible starvation since they indiscriminately load
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Figure 5: Abstract visualization of TopFull execution flow of load control.

control APIs sharing a bottleneck microservice. On the other hand,

we differentiate load control decisions among the corresponding

APIs according to the presence of other overloaded microservices

in their execution path. When rate limiting, we reduce the rates

of corresponding APIs equally to resolve the overload. After the

overload is resolved, when we rate-increase the APIs, we inspect

the existence of other overloads in their execution path and then

only increase the APIs that no longer contain overloaded microser-

vices. In this way, we avoid wasting the bottleneck microservice’s

resources on processing partially processed responses, which will

be eventually rejected by other overloaded microservices.

Enabling parallel independent load control. To accelerate the

overall load control process, we split microservices into smaller

subsets and carry out load control in a parallel manner. Interdepen-

dencies between APIs and complex microservices make it difficult

to control multiple APIs concurrently and discern the specific im-

pact of each load control. Therefore, we decompose the original

overload control problem into smaller sub-problems. Sub-problems

are identified by finding independent subsets of constraints toward

control variables, which correspond to overloaded microservices

and APIs, respectively. In particular, each subset is made from clus-

tering interdependent external APIs according to APIs’ execution

paths and the current status of overloaded microservices. A cluster

is defined as a unique grouping of APIs, each interconnected by

their reliance on the same set of overloaded microservices. These

APIs are distinct in that they do not share their overloaded microser-

vices with any other APIs outside the cluster. To form such clusters,

we initially identify a group of APIs that utilize each overloaded

microservice. If an API appears in multiple groups, we aggregate

multiple groups into a single cluster, otherwise a group forms a sin-

gle cluster. Therefore, once the clusters are formed, load-controlling

APIs in a cluster do not have any effect on the other overloaded

microservices in different clusters.

RL-based rate controller. We adopt an RL-based rate controller

for rapid response to overloads and changes in the microservices re-

source allocations. For each set of APIs to load control, we apply our

RL-based rate controller that decides its multiplicative step size of

rate control. RL-based rate controller observes the current good-put

and end-to-end percentile latencies, then performs a subsequent

action that is applied to rates of the candidate API(s). The RL-based

rate controller is responsible for rate-limiting APIs to resolve an

overload, and also for recovery of rate-limited APIs when microser-

vices are underutilized. The RL-based rate controller is trained in

a Sim2real transfer learning scheme, where it is pre-trained with

a simulator and then further specialized in the target real-world

application.

4 TOPFULL DESIGN
TopFull consists of three system components: adaptive API-wise

load control, clustering APIs for parallel load control, and an RL-

based rate controller. The online end-to-end execution of load con-

trol takes place in the following order: clustering of external APIs

and performing adaptive API-wise load control in each cluster with

our RL-based rate controller. TopFull invokes this process when

overload is detected and repeats the steps until it is resolved. Note

that clustering happens first, and then load control takes place

in parallel at each cluster. A load control cycle of the process is

illustrated in Figure 5.

4.1 Adaptive API-wise load control
This module aims to resolve overload in a set of microservices

while avoiding starvation, thereby maximizing overall goodput.

Similar to the convention, we adaptively rate-limit APIs sharing

a microservice to resolve overload and rate-increase APIs to find

bottleneck microservices’ maximum utilities. However, to avoid

starvation, we differentiate our load control decisions among APIs

regarding the existence of other overloaded microservices in their

execution paths to guarantee APIs’ end-to-end response. TopFull

systematically resolves the overloaded microservice one at a time

by rate-limiting the APIs that utilize the overloaded microservice.

When TopFull increases the rates for previously rate-limited APIs,

it does so after identifying the presence of overloaded microservices

along their execution paths at the current moment, choosing the

APIs that are not currently experiencing any overloads. By the iter-

ative procedure of adaptive API-wise load control, TopFull resolves

overloads while ensuring that bottleneck microservices are utilized

to their full capacity.

We demonstrate the behavior of API-wise load control between

interdependent APIs among multiple overloaded microservices.

Without loss of generality, let’s assume two overloaded microser-

vices as shown in Figure 6, where Service A is the current target

microservice to resolve overload, and Service B is the next subse-

quent target to resolve overload. Moreover, the overload scenario
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Figure 6: An illustration of API-wise load control.

Algorithm 1 Load control execution

1: function AdjustRate(𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒APIs, 𝐴𝑐𝑡𝑖𝑜𝑛RL)

2: if isPositive(𝐴𝑐𝑡𝑖𝑜𝑛RL) then
3: 𝑡𝑎𝑟𝑔𝑒𝑡𝑠 ← 𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒APIs .𝐻𝑖𝑔ℎ𝑒𝑠𝑡𝑃𝑟𝑖𝑜𝑟𝑖𝑡𝑦

4: else
5: 𝑡𝑎𝑟𝑔𝑒𝑡𝑠 ← 𝐶𝑎𝑛𝑑𝑖𝑑𝑎𝑡𝑒APIs .𝐿𝑜𝑤𝑒𝑠𝑡𝑃𝑟𝑖𝑜𝑟𝑖𝑡𝑦

6: for each 𝑡 in targets do
7: 𝑡 .rate← 𝑡 .rate · (1 +𝐴𝑐𝑡𝑖𝑜𝑛RL)

vulnerable to starvation is reproduced by the presence of an API

that uses both overloaded microservices, represented as API 2 in

Figure 6. In conventional approaches, API 2 requests would likely be

partially processed in either Service A or Service B, starving other

APIs that utilize those microservices. In the beginning, APIs 1 and

2 will be rate limited by the rate controller to resolve overload in

the current target Service A. Once Service A no longer experiences

overload, API 1 now no longer involves overloaded microservices

in its execution path, thus handled separately by a rate controller

for possible recovery. On the other hand, API 2 is not a candidate

for a rate increase since it is still involved in overloaded Service

B. Next, Service B is now chosen as the target microservice and

the rate controller will rate-limit APIs 2 and 3 to mitigate overload.

During the process, Service A will be underutilized by further rate-

limiting of API 2 which happens to share Service A. The separate

rate controller for API 1 detects the change and adaptively recovers

the rate limit of API 1. Eventually, all the microservices are relieved

of overload and reach full utilization without building partially

processed requests that cause starvation of other APIs.

To carry out API-wise load control, API execution paths are

collected through a distributed tracing tool. We also gather the

resource utilization status of microservices every second. The re-

source utilization is used as a signal indicating the overload status

of underlying microservices. Moreover, we iteratively choose the

overloaded microservice utilized by the fewest APIs as the target mi-

croservice for overload mitigation. This is because these particular

microservices are less susceptible to being impacted by subsequent

load control targeting other microservices. Although we adaptively

restore rate-limited APIs in case of underutilization of bottleneck

microservices, it is better to avoid excessive load shedding in the

first place whenever possible.

Respecting the business priority. TopFull is capable of respect-
ing the business priority by rate-limiting the lowest business prior-

ity API among the set of candidate APIs that utilize the overloaded

microservice. The business priority is pre-determined values as-

signed to API types according to business logic or the operator.

Business priority enforces APIs with higher business priority are

assured to be processed prior to others. For example, DAGOR [53]

performs admission control based on business priority at each mi-

croservice. In TopFull, we apply rate control decisions according

to Algorithm 1. Given the target microservice, APIs that utilize

the target microservice are identified as candidate APIs. Then, if

the action is to decrease the rate limit, the action is applied to the

API with the lowest business priority. Otherwise, when the action

is to increase the rate limit, the action is applied to the API with

the highest business priority. As a result, in the presence of the

business priority, the load is distributed in a way to maximize the

highest business priority API among the APIs that utilize the target

microservice.

4.2 Clustering APIs for parallel load control
The purpose of clustering is to execute load control at each cluster

in parallel, with a guarantee that the load control decision affects

only the APIs within a cluster. To achieve this, TopFull clusters APIs

exclusively so that they do not share any overloaded microservices

with APIs outside the cluster. We detect overloaded microservices

when the resource utilization of a microservice exceeds a predeter-

mined threshold. By examining APIs’ execution paths, we group

APIs that share an overloaded microservice into a cluster. The equa-

tion below formally states this.

API 𝑖, API 𝑗 ∈ C𝑘
𝑠 .𝑡 . ∃OM ∈ API 𝑖 ∩ API 𝑗 (2)

API 𝑖 and API 𝑗 belong to the same cluster 𝐶𝑘 , if any overloaded

microservice, OM, exists on both of their execution paths.

Each cluster represents a smaller sub-problem having indepen-

dent subsets of constraints. There exist no overloaded microservices

that are shared between execution paths of two APIs in different

clusters. For example, even if API 1 and API 3 do not directly share

any overloaded microservices, they are clustered together if there

exists API 2 that shares overloaded microservices with both APIs.

Clustering allows TopFull to perform load control on each cluster

in parallel, making it more scalable.

Re-clustering dynamically. TopFull re-clusters dynamically

whenever the global set of overloaded microservices changes. The

set of overloaded microservices changes for various reasons such

as external workload transitions, additional resource allocation, or

the result of overload controls. A cluster is transitive in nature. For

example, after an overload on a microservice is resolved by TopFull,

the cluster can be divided further if the set of APIs in the cluster

no longer shares any overloaded microservices. The clusters are

also aggregated to a larger cluster according to Equation 2 if an

additional overload takes place.

APIs with branching execution paths. TopFull handles an API

with a branching execution path as an API that is involved in every

microservice in its possible execution paths. In microservices, some

APIs are designed with branching execution paths that alter their

operational flow within a microservice. The alteration is based

on the specific content or parameters of the request. In certain

microservices, the API request will branch out and follow a different
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execution path. For such an API request, its actual execution path

cannot be known at the entry point. However, the possible set of

execution paths is predetermined, and we leverage this information

during the clustering procedure.

4.3 RL-based rate controller
The goal of an RL-based rate controller is to utilize end-to-end

performance metrics and decide the aggressiveness of rate control

decisions for candidate API(s) at the entry to maximize the good-

put. We demonstrate that a static load control policy that reacts to

overload with fixed step size isn’t effective (§6.2). Instead, an effec-

tive rate controller should make aggressive decisions in the initial

phase of overload according to its severity and then finely adjust

the rate-limit. In addition, it should recover from its previous rate

limit decisions in response to resource allocation in the presence of

an autoscaler (§6.3).

Existing approaches rely on local observations at individual

microservices, such as resource utilization, processing delay, or

queuing delay. They typically make static rate adjustments by sim-

ply classifying whether a microservice is overloaded or not. How-

ever, achieving end-to-end optimization requires more than simple

heuristics based on local observations. Leveraging RL techniques

capable of considering end-to-end performance metrics, such as

goodput and end-to-end percentile latency, can provide significant

benefits in this regard. RL-based rate controller can dynamically

adjust its step size, unlike the static rate adjustments typically seen

with heuristics, allowing for more flexible and adaptive optimiza-

tion strategies.

TopFull employs an RL-based rate controller that observes the

end-to-end performance metrics and adaptively adjusts the API’s

rate limit. Depending on the observed states, the RL determines the

size of the multiplicative rate adjustment, which is applied to the

API’s rate limit. For training efficiency, TopFull employs Sim2real

transfer learning scheme. The training involves the following steps:

1) Pre-training a base model from a simulated environment, 2) A

pre-trained model is transferred to the target real-world application,

3) fine-tuning the transferred model at the target application by

further training in the target application environment.

Sim2real transfer learning. Prior work on applying a machine

learning approach to auto-scaling microservices [38, 39] directly

uses the target microservices application to train a model. However,

they are very costly and require a large amount of data collection

through real-world interactions. Training involves an actual ex-

change of state, action, and next-state pairs between the real-world

application and the RL model, and the model has to wait until the

action takes effect in the real-world environment. Especially during

the initial phase of training, the model produces random actions

that are far from optimal and collects low rewards in most of the

episodes, which makes training extremely cost-ineffective.

TopFull addresses the problem of costly training in real-world ap-

plications by adopting transfer learning in the domain of RL [29, 32,

45, 54]. We pre-train the RL agent for overload mitigation through

a graph simulator that generates directed acyclic graphs (DAGs)

representing simple execution paths in microservices. Then, in the

specialized case, the RL agent is transferred to learn the application-

specific behavior of the target real-world application. This transfer

learning is possible because understanding the basic logic of over-

load control decisions helps RL to learn the base policy, whereas

the remaining task is fine-tuning to the behavior of real-world

microservices.

Simulator’s design principle. The purpose of the simulator is to

train the base policy for an RL-based rate controller—tightening the

load thresholds when overloaded and loosening the load thresholds

otherwise. Thus, we build a simple and lightweight graph simulator

that simulates a graph of nodes, representing microservices.

In designing the graph simulator, we incorporate two major char-

acteristics of microservices. First, client requests are completed by

invoking a series of microservices, which is pre-determined as an ex-

ecution path. Therefore, the end-to-end latency and good responses

are aggregated through the microservices in the request’s execu-

tion path. Second, to develop a robust policy toward the volatile

performance of microservices experiencing overload, the latency

and good responses at each node are added with random noise

proportional to its scale of overload conditions.

The simulator contains DAGs, each DAG represents an API ex-

ecution path, and each node in a DAG represents a microservice.

Each node is assigned with latency and load capacity, which is

randomly generated within a range. The node is classified as over-

loaded when requests exceed its load capacity. Depending on the

fluctuation of the input workload, each node adjusts its latency and

goodput following the rules stated below: 1) When overloaded, if a

node experiences an increase in incoming rate, the node’s latency

increases and goodput decreases. 2) When overloaded, if a node ex-

periences a decrease in incoming rate, the node’s latency decreases

and goodput increases. 3) When not overloaded, a node outputs low

latency and goodput equals the incoming rate.

RL model design. The RL agent observes two state features that

indicate the end-to-end performance metrics of the candidate APIs:

1) the ratio of goodput to the current rate limit, and 2) the end-to-end

percentile latency of the candidate APIs. When multiple APIs are

identified as candidate APIs, we calculate the ratio of the aggregate

sum of goodput to the aggregate sum of the current rate limits for

those candidate APIs. The highest end-to-end percentile latency

among candidate APIs is used as the second feature.

The RL agent selects an action from the continuous space be-

tween -0.5 and 0.5, which is a multiplicative step size that adjusts

the current rate limit at the entry. The action is applied to the target

APIs chosen from the candidate APIs (Algorithm 1). The reward

is the change in total goodput among APIs in the cluster, minus a

penalty for violating the latency SLO.

𝑅𝑒𝑤𝑎𝑟𝑑 = Δ𝐺𝑜𝑜𝑑𝑝𝑢𝑡 − 𝜌 · 𝜙 (𝐿𝑎𝑡𝑒𝑛𝑐𝑦, 𝑆𝐿𝑂) (3)

The first term in Equation 3 is the objective term to maximize the

increase in total goodput. The penalty function 𝜙 (·) in the second

term outputs𝑚𝑎𝑥 (0, 𝐿𝑎𝑡𝑒𝑛𝑐𝑦 − 𝑆𝐿𝑂), and 𝜌 is a penalty coefficient.

Base model training. In every training episode, the simulator

randomly generates DAGs, node characteristics, and the incoming

request rate. The number of DAGs and nodes consisting of the DAGs

is given as hyperparameters, where we used 1-3 for the number

of DAGs and 1-5 nodes for each DAG. We use Proximal Policy

Optimization (PPO) [42] for training. PPO is consistent with our
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Parameter Value

Steps in episode 50

Learning Rate 5 × 10−5
Kullback-Leibler coeff 0.2

Kullback-Leibler target 0.01

Minibatch size 128

PPO Clip Parameter 0.3

Table 1: Reinforcement learning training parameters.
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Figure 7: A microservice topology of the open-source bench-
mark called Train Ticket [12]

continuous action space, enabling fine-grained load control. During

the training, we checkpoint the RL model every 50 episodes. We

select the pre-trained model by validating the performance of the

checkpointed RL models on a fixed set of scenarios in the simulator.

Specialization. The pre-trained base model is further trained

in the target real-world application to learn application-specific

characteristics. For each episode, we randomly generate workloads

composed of different external APIs for the application. At each

step, for a given set of APIs, an RL-based rate controller observes

state features, makes rate control decisions, and then receives the

reward. We also checkpoint RL models and select the best model

by validating them on a fixed set of overload scenarios in the target

application. The process of specialization from the pre-trained base

model can be iterated upon to adapt to environmental changes,

such as updates in microservices. In our evaluation, we quantify

training time and cost.

5 IMPLEMENTATION
We implement our end-to-end load controller in three modules:

distributed tracing collector, TopFull, and rate limiter. Distributed

tracing collector tracks the resource utilization of each microser-

vice using cAdvisor [17], and collects traces for each API request,

including the execution path, individual microservice latency, and

end-to-end response latency using Istio [14]. The execution paths

for APIs are built from the data gathered from the distributed trac-

ing collector. At each cluster, TopFull’s RL-based rate controllers

make load control decisions every 1 second. The rate limiter is

attached at the entry and performs load control according to the

given rate limit thresholds.

For load control, we use a rate limiter based on a token bucket

algorithm. The rate limiter is implemented in Go. We use RLlib [23]

for implementing the PPO algorithm. We adopt the default PPO

settings [24] as illustrated in Table 1.

Baseline implementation and parameters. We implement

DAGOR [53] and Breakwater [26] algorithms in Online Boutique.

In DAGOR, every request is assigned a pre-determined business

priority for API type and random user priority at the entry points.

For every second, each pod sets a priority threshold according to a

queuing delay and the number of incoming requests during the last

second. The priority threshold is piggybacked to its upstream ser-

vice. For Breakwater, it is implemented in each pod regarding gRPC

exchange between pods as a client-server relationship. Each pod

informs its token thresholds to the upstream pods, where upstream

pods generate tokens following the thresholds.

Real-trace Demo implementation. To validate TopFull’s per-

formance with a large microservice application, we built a demo

microservices following Alibaba microservice trace [34]. Our real-

trace demo is composed of 127 microservices and 25 APIs with a

total of 43 execution paths. Among 25 APIs, 8 APIs have branch-

ing execution paths of up to 6. In our overload experiments, 13

microservices are designed to be overloaded by imitating microser-

vice utilization data from the trace. The execution path is realized by

building connections between microservices with a simple RPC im-

plementation. The microservices utilization is imitated by including

sorting and arithmetic operations in their internal logic.

6 EVALUATION
We evaluate TopFull to answer the following questions:

• Does TopFull outperform existing overload control frameworks

in microservices application? (§6.1)

• How much performance gain does each component of TopFull

deliver? (§6.2)

• Does TopFull effectively prevent the performance degradation

from transient overload with autoscaler? (§6.3)

• How effective is clustering and how much overhead cost does

TopFull require? And how much benefit does transfer learning

bring to the RL-based rate controller? (§6.4)

Experimental Setup. For the evaluation, we use a real-trace demo

application and two open-source microservice applications; Train

Ticket [12] and Online Boutique [21]. Train Ticket contains 41

microservices and Online Boutique consists of 11 microservices.

Real-trace demo application contains 127 microservices. Kuber-

netes [22] is used for underlying container orchestration and the

Kubernetes autoscaler [11] is used as the autoscaler baseline.

We deploy microservices on Azure cloud [16] environment and

dynamically scale up to 10 VMs for Kubernetes worker nodes on

demand.We conduct experiments on Azure VMD48ds_v5 [13] with
48 vCPUs of Intel(R) Xeon(R) Platinum 8370C. For traffic generation,

we use Locust [20] and two additional Azure virtual machines

(D48ds_v5) for large-scale traffic generation.
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Figure 8: TopFull, DAGOR, Breakwater, no control: goodput
under overload.
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Benchmark Application Setup. We utilize open-source applica-

tions, Online Boutique, and Train Ticket. In Online Boutique, API

1, 2, 3, 4, 5 corresponds to postcheckout, getproduct, getcart, postcart,
and emptycart, respectively. In Train Ticket, API 1, 2, 3, 4, 5, 6 corre-

sponds to high speed ticket, normal speed ticket, query order, query
order other, query food, and query payment, respectively. Across
the benchmark applications, APIs are distinguished based on their

URLs. Figure 7 shows the microservice topology of Train Ticket

application.

In addition, We built a demo application from Alibaba trace data.

Note that, our demo application is a partial representation of an

actual trace facing overloads. From the data, at a given time t, we

sampled among the microservices with CPU utilization higher than

0.8. We analyze every API involved in the sampled microservices

and implement their entire execution path. The global topology of

microservices is presented in Figure 20 in the Appendix A. Each

blue node represents individual microservices and the connected

arrow represents the calls betweenmicroservices. APIs are executed

following the execution paths from the trace data.

6.1 End-to-end performance evaluation
We compare the performance of TopFull and the other baselines by

measuring the goodput per API under overload. Online Boutique

is selected as a benchmark since it operates on gRPC [19], more

compatible with Breakwater for remote procedure calls. The over-

load is generated from 2600 Locust [20] users invoking 1 request

per second. Since Breakwater does not encompass a priority-based

load control, we regarded all APIs as having the same business

priority. Performance without overload control is also provided for

comparisons. Figure 8 shows the average goodput per API and the

total goodput during overload in an Online Boutique application.

TopFull outperforms DAGOR by 1.82x and Breakwater by 2.26x

on total average goodput under overload. In Figure 9, we compare

the performance of each load control at different incoming request

rates. Note that, once the user demands exceed the microservices

resource capacity, the overload control maintains admitted rates

regardless of additional traffic increase.

In Figure 9, we observe that TopFull and DAGOR show con-

sistent performance with respect to the number of user demands,

while Breakwater suffers from further performance degradation

when user demands increase. This is because TopFull load control

at the entry and DAGOR utilizes user priority-based admission

control that enforces a consistent control standard at individual

microservices. DAGOR’s user priority is assigned randomly when

a user request arrives at entry. The given priority value (integer

between 0 and 127) is inherited by all the sub-requests that occur

from the original user request. In DAGOR, each microservice sets

different admission thresholds according to local overload metrics,

however, each microservices admit the requests with a consistent

priority standard. On the other hand, Breakwater’s design is based

on a single-tier client-server relationship, therefore requests are

randomly shed at individual microservices. Assume that API 1

passes through microservices A and B, and that the load control

rejects requests with probability 𝑝 at both microservices due to

overload. The probability of the request being served successfully

becomes (1 − 𝑝)2. In such a multi-tier environment, either load

control should be held at the entry similar to TopFull, or a design

component, similar to DAGOR, that utilizes consistent standards

across microservices is required.
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Figure 14: Train Ticket: Performance under traffic surge.
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Figure 15: Online Boutique: Performance under traffic surge.
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Figure 16: Average goodput under traffic spikes according to
allocated vCPUs

6.2 Component-wise benefit

Performance breakdown. To quantify the contribution of each

design component, we measure the average total goodput without

each component. To measure the effectiveness of the RL-based rate

controller, we implement TopFull with a threshold-based multi-

plicative increase/decrease rate controller in replacement of the RL.

Given the highest end-to-end percentile latency of the target APIs,

it makes a 0.05 multiplicative decrease to the current target rate

limit when the latency exceeds the SLO. It makes 0.01 multiplicative

increase step to the target APIs, otherwise. To measure the contri-

bution of external APIs clustering, we disable the initial clustering

step, which results in solving the original problem without frag-

menting into sub-problems. For comparison, we also experiment

goodput of the microservices when there is no overload control at

all.

The performance degradation from deactivating each compo-

nent is shown in Figure 10 for real-trace demo application and

both open-source applications. In real-trace demo, when TopFull

employs MIMD instead of RL, the goodput decreases by 11.1%. Top-

Full without clustering of APIs represents the naïve sequential load

control without parallel execution. In this case, the goodput de-

grades by 18.7%. In Train Ticket, when TopFull is used with MIMD

component, the goodput decreased by 18.4%. TopFull without clus-

tering, the goodput degrades by 22.5%. From these, we observe that

TopFull’s ability to react to overload in parallel brings significant

benefit. In Online Boutique, the goodput decreased by 34.4% with

MIMD. Without dynamic clustering of APIs, the goodput decreased

by 2.6%. This degradation is much less compared to Train Ticket,

as Online Boutique had a bottleneck microservice that is shared by

most of the APIs. Since its APIs share an overloaded microservice

most of the time, it cannot be broken down into many small pieces.

Our analysis with real-world traces in Section 6.4 shows that this is

very unlikely to happen, but many clusters are formed in real-world

applications.

Overcoming starvation. We further analyze the benefit of adap-

tive API-wise load control designed to avoid starvation.We compare

the load control behavior of DAGOR and TopFull with Online Bou-

tique under overloads. Since DAGOR is designed to operate with

business priority, we also compare per API performance after as-

signing APIs with different business priorities. Among API 1, API

2, API 3, and API 4, the former APIs are assigned a higher busi-

ness priority than the latter APIs. Figure 11 shows the performance

comparisons between DAGOR and TopFull. TopFull achieves 2.60x

higher goodput on average. With DAGOR, we observe that APIs

with lower business priority experience severe starvation. Top-

Full achieves higher goodput for APIs with lower business priority

while guaranteeing as much goodput for APIs with high business

priority. TopFull serves 1.58x more requests for API 1 with the high-

est business priority, and 7.55x more requests for API 2 with the

second-highest business priority compared to the DAGOR. While

the performance gain on API 1 is the result of our RL-based rate

controller, the 7.55x gain from API 2 is due to DAGOR’s severe

performance degradation at API 2 which is starved by API 1. The

API with the lowest business priority among the four APIs, API 4,

is starved most by DAGOR’s load control decisions, which results

in TopFull serving 22.45x more compared to the DAGOR in terms

of average goodput.

Figure 12 provides a detailed timeline of load control for both

TopFull, and DAGOR. API 1 is Post Checkout API, and API 2 is Get
Product API, sharing Recommend and Product microservice as illus-

trated in Figure 3. In local overload at Product microservice, DAGOR

prioritizes business logic and sheds all the lower business priority

API that passes Product microservice. On the other hand, TopFull

manages the load between API 1 and API 2. TopFull also prioritizes

API 1 and rate-limit API 2 at resolving overload at Product microser-

vice, but when resolving overload at Checkout microservice, API 1

is rate-limited. In response, TopFull re-increases the rate-limit of

API 2 to fully utilize the Product microservice. Note that although

API 1 has higher business priority, the rate isn’t increased when it

is still involved in another overloaded microservice.

Benefit of RL-based rate controller. Figure 13 shows the adap-
tation speed of DAGOR with different step sizes and TopFull. The

overload is generated with single Post Checkout API, focusing only

on the effectiveness of the rate controller. TopFull takes 5s to reach
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Rate Controllers DAGOR (0.05) DAGOR (0.1) DAGOR (0.5) TopFull (RL)

Convergence Speed 27 s 19 s ∞ 5 s

Table 2: Convergence speed after overload between TopFull
and DAGOR with different hyperparamters.

the maximal goodput whereas default DAGOR takes 27s to reach

the maximal goodput after overload takes place. Such a difference

is made since the RL-based rate controller makes fine-grained ac-

tions (from −0.5 to 0.5) which multiplicatively adjust the rate limit.

TopFull observes the current status of microservices and takes ag-

gressive actions if needed. In contrast, DAGOR only makes static

decisions of 0.05 multiplicative decreases when microservice expe-

riences overload, and 0.01 multiplicative increases when overload

is no longer detected. The comparison of the convergence speed

is provided in Table 2. The parameters can be tuned, but setting a

bigger step size would harm the stability of the load control system

while a smaller step size would make convergence even slower.

6.3 Performance evaluation with autoscaler

Performance under traffic surge. Microservices employ an

autoscaler to cope with changes in traffic demand. However, au-

toscalers suffer from a fundamental limitation in that it takes sev-

eral seconds to minutes to provision extra resources. We show how

much performance gain TopFull can achieve under traffic surge

when applied to the microservice application with autoscaler com-

pared to the standalone autoscaler. We deploy a Kubernetes (k8s)

autoscaler to the microservices for the experiments. TopFull is oper-

ated at the master node along with K8s autoscaler. The traffic surge

is generated by increasing the number of users, which invokes

multiple external APIs of the benchmark applications.

In addition, we include the comparison with TopFull(BW), which

is TopFull with breakwater rate control algorithm instead of the

RL-based rate controller. Breakwater increases the admitted rate

additively proportional to the number of users when the measured

delay is less than the target delay. It multiplicatively decreases

the admitted rate proportional to the level of overload, which is

represented as the difference between the measured delay and the

target delay. We fine-tuned hyperparameters that influence the

increase/decrease step size, ensuring that TopFull(BW) effectively

handles the traffic surge. TopFull’s RL-based rate controller shows

a much faster adaptation speed to resource allocations from an

autoscaler compared to the heuristic iterative algorithm.

As shown in Figure 14(a) and Figure 15(a), TopFull with the au-

toscaler achieves a higher average goodput at every APIs compared

to the standalone autoscaler and TopFull(BW) with the autoscaler.

Figure 14(b) and Figure 15(b) show that TopFull with the autoscaler

consistently serves more goodput compared to the autoscaler alone

throughout the time period of the traffic surge experiment. Ac-

cording to the resource allocation from the autoscaler, TopFull

adaptively increases the rate limits of APIs to serve more goodput.

The results also show that TopFull(BW) handles the initial traffic

surge as much as TopFull but is slower at increasing the admitted

rates when additional resources are allocated by the autoscaler.

In Train Ticket, TopFull serves 1.38x higher average goodput dur-

ing traffic surge compared to the autoscaler solo while using the

same number of vCPUs. In Online Boutique, TopFull serves 3.91x

higher average goodput during a traffic surge compared to the au-

toscaler solo. TopFull also serves 1.75x, and 1.19x higher average

goodput compared to the TopFull(BW) in Train Ticket and Online

Boutique, respectively. Online Boutique showed significant per-

formance degradation during the traffic surge because Recommen-
dation microservice’s pods completely failed at the initial traffic

surge. Although the autoscaler provided more Recommendation
pods, they kept failing until enough pods are allocated at once.

In microservices, without an overload control system, such pod

failures can occur when liveness and readiness probes fail due to

sudden overload.

Resource saving under traffic surge. Performance degradation

due to traffic spikes can be alleviated by either load control or over-

provisioning. We show the potential resource saving of TopFull

by comparing the performance in terms of average goodput with

and without TopFull while varying the degree of overprovision-

ing for critical microservices. For the traffic spikes, we generate a

temporary load increase that lasts for two minutes. We evaluate

the performance gain of microservice applications by introducing

TopFull.

Figure 16(a) and Figure 16(b) show the average goodput accord-

ing to the number of allocated vCPUs on critical microservices for

Train Ticket and Online Boutique, respectively. The more vCPUs

are allocated in advance, it represents the more overprovisioning

in microservices. If sufficient vCPUs are overprovisioned to handle

sudden traffic spikes, TopFull shows no additional gain, yet it re-

quires many unnecessary vCPUs to be provisioned all the time. In

Train Ticket, TopFull shows the same or higher average goodput

with up to 50% fewer vCPUs compared to Train Ticket without
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TopFull. TopFull achieves 2.98x higher average goodput compared

to Train Ticket without TopFull when 5 vCPUs allocated. In Online

Boutique, TopFull shows the same or higher average goodput with

up to 57% fewer vCPUs compared to Online Boutique without Top-

Full. TopFull achieves 12.96x higher average goodput compared to

Online Boutique without TopFull when 15 vCPUs allocated.

6.4 TopFull Deep Dive

Scalability and effectiveness of clustering. The clustering

makes TopFull scalable because the load control is applied to each

cluster in parallel. However, it is truly scalable only if we can di-

vide the problem into many small clusters. We verify this using

the Alibaba trace data [34] that contains a trace of 23K microser-

vices. Among the overloaded microservices, 59% of them do not

share any overlapping APIs with the other while the remaining

41% have overlapping APIs with very few microservices forming

an average of 2.38 microservices that share any common APIs. At

a given time, only up to 68 microservices are overloaded among

23,481 microservices, experiencing CPU utilization over 0.8. From

our clustering, the initial problem with 68 overloaded microser-

vices (constraints) is divided into 57 independent clusters with each

sub-problem containing 1.19 constraints on average.

Online deployment overhead cost. During one iterative cycle
of load control from TopFull, the overhead lies in mainly two parts:

1) building clusters, and 2) RL-based rate controllers making a load

control decision for each cluster. Clustering requires an iteration

over overloaded microservices to test the membership of the mi-

croservice in any API execution path, which is a simple hash table

lookup. Our RL model is lightweight, having two-dimensional state

space and one-dimensional action space. We exclude the cost of

monitoring microservices resource utilization which is often col-

lected as default for maintenance and autoscaling. In Train Ticket

application with 41 microservices, clustering consumes 1.26 × 106
cycles on average. A single RL inference of our trained model takes

2.33 × 106 cycles. In our experiment setting, one designated CPU

core from Azure VM D48ds_v5 [13] with Intel(R) Xeon(R) Platinum

8370C is capable of making load control for approximately 15000

microservices with 1000 independent API clusters for parallel RL

decisions.

Training cost benefit from transfer learning. We evaluate the

training cost of TopFull’s RL-based rate controller and estimate the

benefits in training time and cost by adopting the transfer learning

scheme. It took 6 hours of training for the generic model to learn

48,000 episodes on our local machine with GeForce GTX 1080. Then,

we further trained the generic model in the real-world microser-

vice application for additional 800 episodes which took 12 hours

of real-world sampling time. It takes at least one master node, one

worker node, and one load generator node to run the microser-

vice application for training an RL model. Following the pricing

model of Azure VM D48ds_v5 [13], the cost of real-world training

is $8.1 per hour with minimal three nodes to run a microservice

application. TopFull’s transfer learning scheme costs about $97.2

for real-world training. In contrast, without the transfer learning

scheme we propose, it requires 30 days of sampling in the real world

for the RL model to learn 48,000 episodes which costs about $5,832.

Performance gain of transfer learning. We evaluate the perfor-

mance gain of transfer learning by comparing the average goodput

of different RL models in the Train Ticket application under traf-

fic surge. The pre-trained base model, the checkpointed model at

48,000 episodes trained with our simulator, is chosen for the ex-

periments. We transfer the pre-trained model to the Train Ticket

application and Online Boutique application to generate Transfer-

TT and Transfer-OB models, respectively. Transfer-TT is obtained

through further training of 800 episodes in the Train Ticket applica-

tion, which took 12 hours of real-world interactions. Transfer-OB

is also obtained through further training of 800 episodes in the

Online Boutique application. We validate our pre-trained model,

Transfer-TT, and Transfer-OB through an overload scenario on

the Train Ticket application. The performance of each model is

illustrated in Figure 17.

The transfer learned model serves 8-9% more requests compared

to the base model. The gain comes from experiencing a real-world

application through transfer learning. Note that the base model

itself shows a reasonable performance by achieving an average

goodput of 939 rps during a traffic surge, which is a 1.13x higher

value compared to the autoscaler standalone which serves 829 rps

on average.

Performance under failures. A microservice application can

experience overload due to internal instance failures other than

external traffic increases [10]. We also demonstrate how TopFull

adapts toward the temporal failures of microservice instances. We

design a scenario where ts-stationmicroservice’s pods suffer partial

pods failures with the Train Ticket application. We delete 25 pods

among 35 pods of ts-station microservice at time 50s. Then, Kuber-

netes automatically starts scaling 25 pods to maintain the number

of 35 healthy ts-station pods. In Figure 18, we can observe that

APIs suffer from severe goodput degradation immediately after pod

failures. Without TopFull, microservices serve almost zero good-

put until the failures are recovered even though 10 ts-station pods

are alive. On the contrary, TopFull detects overload in ts-station
and starts load control on APIs that pass ts-station microservice,

guaranteeing goodput that can be achieved with 10 ts-station pods.

The ability of TopFull to handle overloads does not depend on the

causes.

Sensitivity to delay in scaling the underlying resources. We

conduct sensitivity tests on TopFull’s performance toward different

VM startup times with the Online Boutique application. In Azure

Cloud, VM startup time varied significantly by the time of the day,

from less than 30s at 04 UTC and up to 267s at 16 UTC. Therefore,

we emulated different VM startup times to accurately measure the

effects of VM startup times. Instead of starting VM on demand, we

run all 10 worker VMs and emulate VM startup time whenever the

number of requested vCPUs exceeds multiples of 48. Following the

empirical study [31] that reports AWS and GCP VMs show 41-124s

of startup time, we tested TopFull with 20s, 40s, and 60s VM startup

times.

Figure 19 shows the result of average goodput during the traf-

fic surge that lasted 160 seconds. Both autoscaler standalone and

TopFull with autoscaler show higher average goodput when VM

startup time is reduced. Also, the sensitivity test shows that Top-

Full still shows up to 1.52x higher average goodput compared to
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autoscaler standalone. Even with a short VM startup time of 20

seconds, TopFull still achieves a performance gain as it operates on

a smaller timescale than autoscaling.

7 RELATEDWORK AND DISCUSSION

Microservice overload control. Recent works have evolved

overload control for Internet-scale services [26, 27, 37, 44, 52, 53].

Breakwater [26] proposes an overload control framework for low-

latency Remote Procedure Calls (RPCs). It successfully challenges

and solves overload control, where the communication and request

drop costs are similar to the cost of processing a request, yet their

work is subjected to a single-tier client-server relationship. Break-

water falls short in handling multi-tier microservices. DAGOR [53]

considers the sub-requests generated from client requests. A client

request is assigned with priority value at the entry point, and the

sub-requests from the client requests inherit the same priority value.

DAGOR performs admission control on individual microservices ac-

cording to the priority threshold. As a result, despite the distributed

overload control at individual microservices, DAGOR prevents ran-

dom drop of sub-requests from the same client request at different

microservices by ensuring a consistent admission standard. How-

ever, DAGOR still suffers from starvation.

WISP [44] aims to achieve end-to-end performance objectives

with rate limiters at eachmicroservice and request schedulers.WISP

collects downstream microservices’ admission rates and applies a

priori weights to make rate-limit decisions at the upper microser-

vices trying to rate limit at the upper layer as much as possible.

Nevertheless, their request drop policy makes them vulnerable

to the random sub-request drop identified by DAGOR. Moreover,

WISP does not consider the contending relationship between client

requests followed by dependencies with multiple overloaded mi-

croservices, leaving it vulnerable to a starvation problem. Note

that none of the existing works is capable of execution path-aware

adaptive API-wise load control on external APIs at entry like Top-

Full. Aequitas [52] provides a distributed sender-driven admission

control scheme to guarantee network-specific SLOs. However, it

is orthogonal to ours, as it only targets achieving network latency

SLOs.

Autoscaling. Autoscaling is a feature that allows automatic allo-

cations of resources to the current microservice application’s user

demands. In microservice orchestration, autoscaling mainly takes

three forms; horizontal pod autoscaling, vertical pod autoscaling,

and cluster autoscaling. Horizontal pod autoscaling makes resource

allocation decisions by scaling the number of instances. Vertical

pod autoscaling allocates more resources such as CPU or memory,

to existing pods. Cluster autoscaling is the scaling of cluster nodes

from the cloud provider according to the pending pods. Cluster

autoscaling can take several minutes to complete [18]. According to

a 2021 survey [31], commercial cloud providers, such as AWS and

GCP typically take 41s to 124s to startup despite significant recent

improvement [36]. The actual startup time varies depending on

factors, such as cloud provider, time of day, region, instance type,

and OS type [31, 36].

Numerousworks have advanced autoscaling inmicroservices [25,

28, 30, 33, 35, 38–41, 46–51]. They focus on finding appropriate re-

source configurations to meet SLOs and performance goals. Despite

their improvement, their operation timescale is often non-negligible,

and thus overload control is crucial in handling the transient over-

load before the full effect of auto-scaling takes place. Machine

learning-based approaches take numerous inferences in the op-

timization process [38] that require tens of seconds for decision-

making, or take multiple discrete action steps [39] to reach the

stable state after traffic changes. Some studies [30, 33] operate on

time scales of minutes due to the adoption of global optimization al-

gorithms such as a genetic algorithm and multi-objective Bayesian

optimization.

Demand shaping mechanisms. Our approach focuses on devel-

oping a load control policy that maximizes end-to-end successful

responses within the latency SLO. To achieve our goal, we rate-limit

each API at the entry so the underlying microservices application

does not suffer performance degradation. On the other hand, there

are alternative methods of demand shaping instead of simply rate-

limiting the requests. Aequitas [52] utilizes fair weighted queueing

with high/medium/low weight network QoS queues and an admis-

sion control scheme that downgrades excessive traffic according

to the independently measured latency performance of each QoS

queue. Moreover, Breakwater [26] allows clients to send requests

when credits are received from the server, so load control is achieved

in combination with client-side rate limiting and server-side active

queue management. TopFull focuses on finding the optimal load at

the entry to maintain the best performance and is orthogonal to

the demand shaping mechanisms.

8 CONCLUSION
We present TopFull, an overload control at entry for microservices

that maximizes the aggregate goodput under various overload sce-

narios by adaptively adjusting the target rate limits of external

APIs. To enable the responsive overload control at scale, TopFull

breaks down the problem into multiple independent pieces and

performs parallel load control on each independent cluster. TopFull

introduces novel design concepts; adaptive load management be-

tween interdependent APIs that perform execution path-aware load

control, clustering external APIs that achieve scalability through

enabling parallel load control, and employing RL-based rate con-

trollers for fine-grained load control that maximize responses sat-

isfying SLO. Compared to the standalone Kubernetes autoscaler,

TopFull achieves up to 3.91x performance gain under traffic surge

and endures traffic spikes with up to 57% fewer resources when

deployed on microservices together with the Kubernetes autoscaler.

TopFull outperforms existing works under overloads, serving more

average goodput than DAGOR by 1.82x and Breakwater by 2.26x. In

addition, TopFull can also adapt toward overload caused by internal

failures.
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A BENCHMARK APPLICATION
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Figure 20: A microservice topology of real-trace demo application.
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